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February 12, 2018

Evelyn L. Remaley

Deputy Associate Administrator

National Telecommunications and Information Administration
U.S. Department of Commerce

1401 Constitution Avenue NW., Room 4725

Washington, DC 20230

Dear Ms. Remaley,

RE: Promoting Stakeholder Action Against Botnets and Other Automated Threats
[Docket No. 180103005-8005-01]

BSA | The Software Alliance (BSA)! is grateful for the opportunity to provide comments to
the National Telecommunications and Information Administration (NTIA) on the draft
interagency report to the President on “Enhancing the Resilience of the Internet and
Communications Ecosystem Against Botnets and Other Automated, Distributed Threats.”
BSA welcomes the Administration’s leadership in addressing this growing threat, as well as
its broad-based, inclusive approach to forging common, actionable solutions in this arena.

BSA is the leading trade association representing the global software industry before
governments and in the international marketplace. Ilts members are among the world’s
most innovative companies, developing cutting-edge solutions in use across the range of
information technology (IT) platforms, from enterprise cloud services to the Internet of
Things (IoT). As such, BSA and its member companies have a strong interest in
collaborative action against malicious cyber threats such as botnets.

Botnets and other automated threats pose a direct and growing challenge to nearly all
aspects of IT use, from personal computing by private individuals to cloud-enabled
enterprise management on a global scale by multi-national corporations. Such threats
invade privacy, undermine trust, disrupt commerce, and threaten security. These threats
have existed for some time, but new technologies are exacerbating the problem by
expanding the scope and ease of botnet and related attacks. For example, as loT-enabled
devices, many of which are not developed with security as a priority, increasingly connect
to the internet ecosystem, they can be easily coopted into botnets without the knowledge of
the devices’ owners.

" BSA’s members include: Adobe, ANSYS, Apple, Autodesk, Bentiey Systems, Box, CA Technologies,
CNC/Mastercam, DataStax, DocuSign, IBM, Informatica, Microsoft, Okta, Oracle, salesforce.com, SAS
Institute, Siemens PLM Software, Splunk, Symantec, Trimble Solutions Corporation, The MathWorks,
Trend Micro and Workday.
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